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Trend Micro” ServerProtect”
for Microsoft” Windows™/Novell” NetWare™

Centrally Managed Virus Protection for Enterprise-class Servers

PROBLEM

Companies use servers to store, share, and distribute vast amounts of data. It's crucial to
keep antivirus software properly installed, monitored, and updated on every server to
protect the important electronic assets of an organization. With the emergence of mixed
threat attacks, like Nimda and Code Red, a failure on a single server can quickly impact
the entire network. Since these new viruses embed themselves throughout the network,
they can easily re-infect the company even after initial cleaning. During virus outbreaks,
administrators are competing with time and resources to contain the spread of the virus

and repair the damages before the virus overruns the network.

STRATEGY

Trend Micro ServerProtect delivers the industry’s most reliable virus protection while inte-
grating leading edge security service capabilities. ServerProtect scans and detects viruses
in real time and incorporates damage cleanup services to help remove malicious code and
repair any system damage caused by them. Administrators can use one management console
to centrally enforce, administer, and update the antivirus program on every server
throughout an organization. ServerProtect for Microsoft Windows is a key component of the
Trend Micro Enterprise Protection Strategy, which provides a coordinated, multi-layered
defense against virus outbreaks. Enterprise Protection Strategy services can quickly deploy
outbreak prevention policies to all ServerProtect servers before a new virus pattern file is
available, distribute virus patterns to remove any viruses that get through, and help auto-
mate the damage cleanup process to resolve problems left by virus infections. As a result,

the cost and efforts associated with a virus outbreak can be significantly reduced.

“ Because the company has built ServerProtect from the ground up to support large networks, you know it won't collapse when

it runs into your monster LAN. Conversely, the product also easily scales down to accommodate smaller networks.

]

— Jonathan Chau, Windows NT Magazine
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KEY BENEFITS

Reliable and efficient virus protection,
backed by industry certifications from
Microsoft, IBM, Citrix, and Compag

Centralized deployment, management,
and reporting to provide easy adminis-
tration and policy enforcement of all

servers

+Cross-platform protection for the het-
erogeneous network to deliver true,

enterprise-class support

-ServerProtect for Windows supports
Trend Micro Outbreak Prevention
Services to enable policy recommenda-
tions to protect ServerProtect servers
before a new virus pattern file is

available
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Trend Micro ServerProtect at work: Trend Micro ServerProtect is designed to remove and block infected files on application and file servers. The files are

immediately prevented from reaching end users, and the administrator is notified.



Trend Micro” ServerProtect”
for Microsoft” Windows™/Novell” NetWare™

RELIABLE AND EFFICIENT VIRUS PROTECTION

+ Proven reliability with numerous certifications including: Microsoft” Windows™ 2000 Datacenter Server
Certified, Citrix" MetaFrame Certified, IBM™ Server Proven, and Compag" Server Certified

+ Award-winning scan engine technology with a 14-year track record in delivering comprehensive virus pro-

tection for enterprise-class servers

CENTRALIZED DEPLOYMENT, MANAGEMENT, AND REPORTING

- Streamlines initial deployment through centralized remote installation to all major Windows and NetWare
Servers

+ Enables centralized management through a remote console for system monitoring, software updates, config-
uration changes, and event reporting

- Leverages Trend Micro Control Manager" enterprise-wide management capabilities to control multiple
ServerProtect Information Servers and deploy product updates to all servers in an organization from a single

console

CROSS-PLATFORM PROTECTION FOR THE HETEROGENEOUS NETWORK

+ Delivers enterprise-class protection with broad support for major server and storage platforms: Microsoft
Windows .NET Server 2000, and NT, Novell™ NetWare ", Red Hat" Linux, Network Appliance " filer, EMC™ NAS,
IBM NAS, and Compaqg"” NAS

SUPPORT FOR TREND MICRO ENTERPRISE PROTECTION STRATEGY

+ ServerProtect for Microsoft Windows is a key component of the Trend Micro Enterprise Protection Strategy,
an industry-unique approach that addresses mixed threat attacks through the coordinated delivery of prod-
ucts, services, and expertise.

+ Supports Outbreak Prevention Services (via Trend Micro Control Manager) to contain virus outbreaks through
the rapid deployment of outbreak prevention policies before pattern files are available

+ Removes virus remnants for all servers to limit the likelihood of a virus re-infection with the automated virus
cleaning and repairing capabilities

- Identifies holes in the security system by running the vulnerability scanner feature, which is available upon

request

SYSTEM REQUIREMENTS
Normal Server (antivirus server)
+ Microsoft” Windows™ .NET Server, Microsoft

Management Console
* Microsoft Windows .NET Server, Microsoft Windows

Windows 2000 Professional/Server (with Service
Pack 1 or higher); Microsoft Windows NT™ 4.0
Server/Workstation (with Service Pack 6a)

* Novell" NetWare™ 5.1 (with Support Pack 4), Novell
NetWare 6.0 (with Support Pack 2)

+ 256MB RAM or higher

+ 50MB of free disk space

+ Intel” Pentium™ 200MHz processor or equivalent

Information Server (central management server)
+ Microsoft Windows .NET Server, Microsoft Windows
2000 Professional/Server (with Service Pack 1 or
Windows  NT" 4.0
Server/Workstation (with Service Pack 6a)
+ 256MB RAM or higher
+ 70MB of free disk space

+ Intel Pentium IIl 450 MHz processor or equivalent

higher); Microsoft

*To manage NetWare servers, a Windows
NET/2000/NT machine must be installed as an

Information Server

2000 Professional/Server (with Service Pack | or
higher); Microsoft Windows XP; Microsoft Windows
NT 4.0 Server/Workstation (with Service Pack 6a);
Microsoft Windows Me/98/95

TrendLabs™
24X7 ANTIVIRUS SUPPORT
* Trend Micro products are backed by timely,
high-quality service from TrendLabs, a
global network of five regional antivirus
research and support centers with an ISO
9002-certified headquarters. A team of more
than 250 engineers and antivirus specialists
operate around the clock to monitor virus
activity, develop information on new threats,

and deliver prompt, effective strategies.

*For more information about Trend Micro

service and support, contact TrendLabs at

http://www.trendmicro.com/support.

TREND MICRO

ENTERPRISE PROTECTION STRATEGY
Trend Micro ServerProtect for Microsoft
Windows is a key component of the Trend
Micro Enterprise Protection Strategy, an
industry-unique approach to antivirus and
content security that addresses mixed-threat
attacks through coordinated delivery of prod-
ucts, services and expertise throughout the
outbreak lifecycle - outbreak prevention, virus
response, assessment and restoration. From
attack-specitic policy recommendations to
cleanup and restoration templates, Enterprise
Protection Strategy helps organizations con-

tinuously adapt as threats evolve.
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